Configure external Openld
Connect login

Integrating OpenlD with WeSolve allows organizations to streamline user authentication, enhancing
both security and user experience. This document guides administrators through the process of
setting up external OpenlD, detailing each step and explaining the technical concepts involved.

When the OpenID Connect is enabled, all other authentication mechanisms will not be visible
in the login page and only the enabled Openld provider will be used for authentication.

1. Accessing External Login Settings

1. Ensure you are logged into the WeSolve platform with your administrator credentials.

2. Locate and select Administration from the left-side menu and select Settings to open
the settings page.

3. Locate and select External Login Settings from the tabs menu.

2. Enabling and Configuring OpenID Login

In the External Login Settings:

e Enable OpeniID Login: Locate OpenID Connect and check the box Enable to enable
OpenlID authentication.
e Configure OpenlD Parameters:
o Client ID: Enter the Client ID provided by your OpenlID provider.
o Client Secret: Enter the Client Secret associated with your Client ID.
o Authority: Specify the URL of the OpenlID provider.
o Login URL: Provide the login URL where users will be redirected for authentication.
o Validate Issuer: Ensure this is checked for added security, validating the identity of
the issuer.

Make sure your OpenlID provider can return the standard claims (openid, profile, email) as

specified in OIDC specification: Standard Claims on openid.net

Setting up Claims Mapping


https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims

Claims are user attributes shared by the OpenlID provider. WeSolve allows custom mapping of
these claims to user attributes in your system. You can map additional claims by specifying them in
the format "standard claim name": "your open id claim name" .

Examples of Integrating Popular OpenID Systems

Below are examples of how to integrate popular OpenlID systems with WeSolve:

Integrating with AuthO

1. Open the Settings of your AuthO application

2. In Application Properties set the Application Logo and the Application Type as
Single Page Application

3. In Application URIs, add the value https: //yourdomain. com/account/login in Allowed
Callback URLs



4. In Application URIs, add the value https: //yourdomain. com/ in Allowed Web Origins

Application URIs

Application Login URI

In some scenarios, Auth® will need to redirect to your application’s login page.
This URI needs to point to a route in your application that should redirect to you
tenant'’s fauthorize endpoint. Learn more [

Allowed Callback URLs

https:/fexample.com/account/login

After the user authenticates we will only call back to any of these URLs. You ca
specify multiple valid URLs by comma-separating them (typically to handle
different environments like QA or testing). Make sure to specify the protocal

( https:// ) otherwise the callback may fail in some cases. With the exception
of custom URI schemes for native clients, all callbacks should use protocol
https:// . You can use Organization URL (f parameters in these URLs.

Allowed Logout URLs

A set of URLs that are valid to redirect to after logout from Auth@. After a user
logs out from Auth®@ you can redirect them with the returnTo query paramete
The URL that you use in returnTe must be listed here. You can specify multip
valid URLs by comma-separating them. You can use the star symbol as a
wildcard for subdomains ( *.google.com ). Query strings and hash information
are not taken into account when validating these URLs. Read more about this a
https:/fauth®.com/docs/authenticate/legin/logout 7

Allowed Web Origins

https:/fexample.com/

Comma-separated list of allowed origins for use with

Cross-Origin Authentication [, Device Flow [, and

web message response mode [, in the form of <scheme> "://" <host= [ ":'
<port> ] ,suchas https://login.mydomain.com OF http://localhost:38688
You can use wildcards at the subdomain level (e.g.: https://*.contoso.com ).
Query strings and hash information are not taken into account when validating
these URLs.

5. Open the External Login Settings and change the following values:
e Client ID: Insert the Client ID defined in the section Basic information
e Client Secret: Insert the Client Secret defined in the section Basic information
e Authority: Insert the Authority in the format https: //AUTHO DOMAIN/ , where
AUTHO DOMAIN is defined in the section Basic information
e Login URL: Insert the Login Url in the format https: //AUTHO DOMAIN/authorize , where
AUTHO DOMAIN is defined in the section Basic information


https://support.wesolve.app/uploads/images/gallery/2024-02/image-1707591057642.png

Settings Show and change application settings.
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